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OMG GRC GRID™

A Global Regulatory Information Database for Multi-Compliance
across jurisdictions and industries

CONTACT US

For more information or a demo:

Object Management Group, 140 Kendrick St., Building A, Suite 300, Needham, MA 02494 USA
Tel: +1 781 444 0404 x150, Email: ken.berk@omg.org and Web: http://www.omg.org

GRC programs, and the policy man-
agement initiatives that support them, are no
longer the sole province of finance and legal
departments. Data has become a critical asset
to the modern firm, and regulations are con-
stantly being created to ensure the quality of
financial data and the strict management of
access to personal data. The Information
Technology department (IT) has had to assume
a central role in this environment; while the
General Counsel and CFO still care, IT has to
fold GRC-related issues into operations, in-
cluding automated operations. As more firms
adopt a risk-based approach to management,
the dangers of noncompliance and the visibility
of failures have increased dramatically.

The number of regulations that companies
need to comply with is growing and the cost of
compliance, already in the billions of US dol-
lars, is sure to grow as well. There are regula-
tions for everything from financial reporting to
privacy and it is the responsibility of the Chief
Compliance Officers, Chief Risk Officers and
IT Compliance Officers to ensure that their
company is fully compliant. They need to de-
velop and maintain a comprehensive compli-
ance program that can handle the often con-
flicting, frequently changing, regulations
across a variety of jurisdictions.

The OMG GRID™

The Global Regulatory Information Database
(GRID™) is an open database of rules, regula-
tions, standards, and government guidance
documents that require IT action, and a survey
of the regulatory climate around the world. The
goal of this project is to provide the de facto
compliance reference guide for global IT and
Business managers. The Compliance GRID is
searchable by vertical market and geography, so
a user can determine which rules apply to their
firm based on those attributes and metadata.
The basic question Which regulations and stan-
dards apply to my firm? s a very hard question
to answer let alone to be answer in any specific
context at a given point in time like today, right
now?
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GRC GRID Features

The GRID is a resource for OMG members and
the general public. Our research found that
there was no single resource that captured the
essential GRC data and metadata in a form
that would allow simple queries for firms at-
tempting to understand which rules applied to
them, based on their vertical market, geo-
graphic markets served, and attributes such
as public or private ownership. Given the rap-
idly changing regulatory landscape, and the
additional pressures imposed by merger and
acquisition activities, such a gap was proving
to be costly

Types of Rules Captured

The GRID is a framework that comes with a
pre-compiled set of regulations as a starter kit
that can provide a company of any size with
crucial information to facilitate the effort of
populating the GRID.

Privacy Security

Protecting
Private Information

Protecting
Critical Data/Infrastructure
Sarbanes-Oxley
UK Companies Bill
Basel-|l
SEC Rules 17a-3/4
OMB A-123
FISCAM

Ensuring
Transparency & Validity

Governance

The following rules are currently
supported:

= Qutsourcing Regulations, Guidelines

= IT Governance and Operational Risk

= Data Privacy and Transfer

= Spam Rules

= Data Retention and Secrecy

= |T Systems/Infrastructure Security

= Business Resiliency

=  Electronic Surveillance, Monitoring

= Electronic Transactions and Digital

Signatures

= Networks and Firewall Policies

Additional rule types can be added using
the GRID framework model driven extensions
capabilities.

Geographic Scope

Our focus included the following
jurisdictions:

Argentina, Australia, Belgium, Brazil,
Canada, China, France, Germany,

Hong Kong, India, Italy, Japan, Luxembourg,
Mexico, Netherlands, Portugal, Singapore,
South Korea, Spain, Sweden, Switzerland,
United Kingdom, USA.

We are working to include additional
countries and non-governmental
organizations.



